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(57) Abstract 

■n,e present Invention «»ates W a smart cari 
to a me*«^ of ^P^^*'"^ t|« smm^Jjh^c^^^ 

i to^^efvl it'^rre^^l indivW^a. 

cesser which i"^<^°r^^„X"ifpK^e smart card 

access memory and '^P'^^^^I^Zns when suitably 
is able to communicatej^ougjiftepom^ 

positioned within a smart card '^^'^^^^ micropro- 
' Lons of the smartj^ ^o'^mffisti^cdons that 
cessor as determined by f ™'*^^croinstiuc- 
, am stored in the read only ™em«y. Ttenn 
tions include a number of appUcatwmpro^ ^^^^ 

the smart card to "'"^^^J^^J ope;atlons. 
1 related applications and '«"*^'^°"i*'|f unseat area 
' -ne smart card has a secure ar^ and 
within the random %";^'"^P'„„^^^re area 
sor is pmgrammed to ^'^^.^''L^^^^Z^tx^ 

individual transactions ""^y ^TtSsartions entered 
tions using the smart card or manu^^sa^^^ 

the consolidated log. 
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Codes used to identify 

AL Albania 

AM Armenia 

AT Austria 

All Australia 

AZ Azerbaijan 

BA Bosnia and Herzegovina 

BB Barbados 

BE Belgium 

BP Burkina Faso 

BG Bulgaria 

BJ Benin 

BR Brazil 

BY Belarus 

CA Canada 

CF Central African Republic 
CG Congo 
CH Switzerland 
CI Cete d'lvoire 
CM Cameroon 
ON China 
CU Cuba 
CZ Czech Republic 
DE Germany 
DK Denmarlc 
Estonia 
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ES Spain 

PI Rnland 

PR France 

GA Gabon 

GB United Kingdom 

GE Georgia 

GH Ghana 

GN Guinea 

GR Greece 

HU Hungary 

IB Ireland 

IL, Israel 

IS Iceland 

IT Italy 

jp J^an 

KE Kenya 

KG Kyrgyzstan 

KP Democratic People's 

Republic of Korea 

KR Republic of Korea 

KZ Kazakstan 

LC Saint Lucia 

LI Liechtenstein 

LK Sri Lanka 

LR Liberia 



LS Lesotho 

LT Lithuania 

LU Luxembourg 

LV Latvia 

MC Monaco 

MD Republic of Moldova 

MG Madagascar 

MK The former Yugoslav 
Republic of Macedonia 



ML 


Mali 


MN 


Mongolia 


MR 


Mauritania 


MW 


Malawi 


MX 


Mexico 


NE 


Niger 


NL 


Netherlands 


NO 


Norway 


NZ 


New Zealand 


PL 


Poland 


PT 


Portugal 


RO 


Romania 


RU 


Russian Fcderatfon 


SD 


Sudan 


SE 


Sweden 


SG 


Singapore 



SI 


Slovenia 


SK 


Slovakia 


SN 


Senegal 


sz 


Swaaland 


TD 


Chad 


TG 


Togo 


TJ 


Tajikistan 


TM 


Turkmenistan 


TR 


Turkey 


TT 


Trinidad and Tobago 


UA 


Ukraine 


UG 


Uganda 


US 


United States of America 


uz 


Uzbekistan 


VN 


Vict Nam 


YU 


Yugoslavia 


zw 


Zimbabwe 
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S^t card and Method of Operating the S^^rt card 

The present invention relates to a smart card and to a 
m o. operating the smart card in which the »ar 
card has input/output means enabling the smart ard^to 
receive and transmit data regarding individual financial 

transactions . 

personal financial transactions can today - — - 
„sing a wide variety of credit and deh.t cards. The 

V,- „n line or off-line retail purchases. 
rertriy":rtr:rtions ^e to withdraw cash or 
m^ntnancial transfers using automated teller machines 
. .elf service terminals, ftn even wider range of 
la^ ctions has hecome co^onplace through the advent of 
irphone hanging wherehy telephone or personal computer 
„=tructions to the relevant institution can be 
TolZicrted for financial transfers and the purchase of 

services . 

consumers using a wide variety of means to conduct 
^Lial transactions have no real visibility of the.r 
fo-nancxa receipts from machines 

cashflow except from tne pr ,„^f.d 
such as point of sale (PCS, terminals and automated 
, .eller machines and from monthly banH statements. 

xt is an ai. of the present invention to provide such 

. ^ T-#»adilv accessible view of 

consumers with a more readiJ-y ac 

cashflow . 
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according to the present invention there is now provided 
a smart card having input/output means enabling the smart 
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, .o receive an. transit: aa.a regardin. individual 
card to receiv logging the 

financial transactions a ^^^^^ „,3ns to 

transactions individually, and pr g ^.^^^lidate 

the individual transactions so as to 
process the xn t:ransactions . 

them into a consolidated log 

a==o.ain, .o ..e ^^^^^ ^ZT^:: ^^^^ ^ 

transmit data ley loading the 

method comprising xogg-t-x^* 
„,nsactions. ^^ ^^ ^ ^ro,r^.n, .eans 

transactions so as to 
, consolidated 103 of transactions. 

v^a accessed through the 
..e consolidated Xo, '^'^ ^^ '^l t.e 
input/output .eans for ^"'^J ^ ^3,^. 
control of the =onsu,«r us.ng the s» 

■ „ill now he described further, by way of 
r^rrh Terence to the acc<.panyin, drawings .n 



which; 



25 



30 



««-rt cards, embodying the 
.igure 1 illustrates — ^,.,ces to 
invention. co»»»icating w.th a varx 
effect financial transactions, and 

. e . Shows a series of processing steps to operate a 
Figure 2 shows present invention. 

3^rt card embodying the prese 
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a nu^er o. s^.. ca.as XOa ana xo= a.e 

described with particular reference to smart card 1 
Tt 1x1 be apparent that each of the sn«rt cards has the 
sir^eneral construction. « seen in Pi^re X. the smart 
card XOa his a microprocessor XX which incorporates a 
read only memory X2. a random access »«mory X3 and 
input/output ports X4. The smart card is able " 
o^icaL through the ports X. when suitably positioned 

J -=,qo-r as is well known m the art. 
within a smart card reader as is we 

intemal operations of the smart card are controlled 

^^ooor- 11 as determined by program 
v.^/- t-he microprocessor ii a" 

by the mx P ^^^^ ^^^^ ^^^^^ 

"trior include a nu^er of application 
^rcrams enabling the smart card to conduct "-"^^ 
traLactions. other related applications and transaction 
logging operations. 

one Of the smart cards XOa. xob or xoc can be used in 
Ziunction With an automated teller machine XS a point 
Lie terminal x« or a data processor X7 which may^ 
PC POA or self service terminal. Xt will be understood 
Lt the automated teller machine XS. the point of sale 
terminal XS and the data processor X7 each 
smart card reader which is adapted to '-^^'^^^. Z. 
input/output ports X4 to receive instructions and^ata 
trom the smart card and to pass instructions and data 
back to the smart card. 

^ o»^ri^ loa 10b and 10c has a secure 
■xa Each of the smart cards loa, 

30 Eacn oi. within the random 

area 13a and an unsecured area 13b wxt 

n-. The secure area 13a is accessible under 
access memory 13- The secui 
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^ for the storage of 

..e con„oX o. ..e -^"--" ^^^ ,,^„cial 

transactions. The unsecured area is 

transact 11 £or the storage of 

control of the microprocessor ^ jin^cial 

^secured data relating to an unsecured log 

transactions. 

. card lOa is shown diagrammatically in Figure 1 
The smart card 10a n^achine 15 to 

^^r-at-ina with the automatea cexxe 
as --""""^^^^ transaction in which data 

conduct an -to^^ted^x ^ ^^^^^^^^^ 

passes hetween application 

Tstored read onl. «e„.rv 1.- such 

programs stored xn ^ ^^^^^^^ 

transactions en^. -;j^^ ^'^'^ 
; the machxne 15 or m example, include 

.her '^--^-::Z:'Zr^r:^ access 

nHh si" card is P^ogra^ed to receive 
Store 13. The sma unsecured 
financial data from the machxne 15 xn 
0 portion 13b of the memory 13- 

. «rd lOa is shown diagrammatically in Figure 1 
The smart card lOa xs ^^^^ ^^^^^^^ 

as co-operating wxth the poxn 

conduct an automated ^ ^ j:trtrrminal . 

„ passes hetween the smart ^^^^^.T^ro^^ -ored in 
— - control Of he 

the read only '-^^^'^JZ,,,^^ .,_cial data is 
»>y the smart card the r 

::c:rorrcr^a:r:een descnhed m relation to 
Te ::ri::: :rand . and are conducted h. the smart 
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card under the control of the ndcroprocessor II and will 
be referred to as automated transactions. 

^ ma 10b and IOC are useable with the 
The smart cards lOa, 10b ana x 

«o^Hine 17 to undertake manual 
data processing machxne x / i-w . „^ . 

"LaCions. Manual „ansactions a«>e^irea in t.=- 
Le. «.e.e U-e cona>»e. .as nad. financiaX 
without using the sn«rt card and needs to "^-^^"^^ 
financial data held in the memory 13 of the s^nart card. 

rinple. the consumer have .ade purchases us^. 
credit or debit cards and have ^de purchases of. 

line over the telephone. «■ update from the data 

„<„e 17 may take a number of different 
processing machxne 17 may ^ 

T fh. case where the machine is a personal 
Eorms. in the case w ^^^^^ ^ 

computer, the update data « 
of the personal computer, alternative y 
tl doLloaded to the personal computer from a re.»te 
site, or it can have been generated locally by a 
inllcial package. Xn the case where the machxne xs a 
S ervice terminal, the update data is prepared by^the 
terminal to be presented to the smart card. It wxll be 
aplent that a variety of machines may be employed to 
"date the smart card provided that they incorporate a 
ratable smart card reader, one such — /J^^^^ 
example, be a mobile phone including a second smart card 



slot. 
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^e means of operating the s:^rt card 10a 10b or 10c 
will now be described with reference to Pxgure 2.J^ 
Tirst step 20 is to enter the smart card into a smart 
clrrreadL. The microprocessor 11 determines in step .1 
:::ther an automatic transaction is called for. Xf so. 
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^-1 ^ -Sr. c^teD 22, from the 

authorisation i. =o™»-i=atea xn -J^* 

^ ^ T£ the determination m step 23 xs 
Jon is no. verified, the process is terminated, 
authorisation is not 

. ,te. the .inanciai transaction ^'^^^^ 

- - — ^^Trr: sla; ^ro^ra. in step . 
The microprocessor 11 calls received financial 

and Stores the receivc»-L 

::r.:in.r::.»" . ™ — 

following step 27. 

. .en 21 the determination is made that an automated 
If xn step 21 the „icroprocessor 11 

transaction is not called to 

.>« ^nether a manual update is to o 
Td Ts Th microprocessor 11 proceeds to step 
, r;:r:rcei:: Ihl manuanv -ered lo. data and proceeds 
through steps 26 and 27 as before. 

. «n 28 the determination is made that a manual 
If - " microprocessor 11 cheOcs xn 

update xs not called ' ' financial data is 

„ step 29 whether a consolxdatxon o 

oalled for. Xf so. the '^3^ 

in. step 30 the access to the 2Z Z7 ^ access a 

13. The microprocessor proceeds to step 

--rsr:trpT2:n::crt^^^^ rrom the unsecured 
:Z T:^ L^emor. » is transferred to the secured 
^ Tn the transfer, tne 

part 13a of the memory 13 . In the 
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^ 1-/^ r'oilect and consolidate 
„icroprocessor is programed to collect 

the transaction data so as to produce a consolidated 
statement or log of the financial transactions. 

The consolidated log is accessible by uploading f ro« the 
secured part o, the .^ory 13 into the s^t card reader 
Of the data processing device 17. 

Xt Will be apparent that the ^ual updating o. the s^rt 
card be direct to the secured area of the .^^ory 
in addition to the unsecured area of the memory 13 
subject to verification of such updating by the 
microprocessor 11. 

• i- J 4« a csmart card having the 
What has been described xs a smart ca 

facility to conduct both automatic and manual 
risacLons and the capability of recording f inanc.aX 
..ansactions in both unsecured and secured -an--^^" 
logs A consolidation program in the smart card enables 
> re user to conduct a consolidation of all the financial 

. as to provide ready access to a financial 

transactions so as to provi« 

statement which indicates the cashflow situation of the 
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user. 



. i-^on has been described with reference to 
While the invention has ceen 

an a™, the ATM IS can be replaced by the nore general 
^e oi self service terminal which does not have a cash 
dispense facility. 
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CIAIMS 

^' . rransmit data regarding 

s^rt card to racexve and .rsn^^ ^^^^^^ 

,he transactions individuaXXy. J J ,,^olidate 
process the indivlduaX transactions so to 
process -i^.^^d Xog o£ transactions, 

them into a consoXidated xog 



10 



.tore inciudes a secur transfer and 

programming means being operabXe ^^^^^ 
consolidate data from the unsecured area 



15 area. 



20 



25 



, o wherein the 

to process manual transactions. 

^ etTis»Y-t card having 
A method of operating a s»«rt ca 

^put/output means enabling the smart card to 

input/ o f individual financial 

transmit data regarding indiv ^^^.^^^ 

transactions, the method J 
the tr»>sactions -^----^V-JjTthin the smart 
- - — - -:^ri rrsactions so as to 
^orid^rtLt^o a consolidated log of transactions. 

. .thod as Claimed ^ ^^^^^ ^ 
further step of transferring the tran 
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unsecured «ea of the store to a secured area ot the 
Store. 

« . .ethoa as clai:nea in cXaio. 4 or s. comprising the 
s«ps of employing the progr^nning .neans selectxvely 
Tither to authorise ana process automated finance! 
transactions or to process manual transactions. 

, . smart card substantially as herinhefore described 
with reference to the accompanying drawings. 

- «™ar-f card substantially as 
o . A method of operatxng a smart card su 

herilfore described with reference to the acco^any.ng 

drawings . 
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